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INTRODUCTION

For this project, I will deploy a web application stack on a Kubernetes cluster.
The primary goal is to host a dynamic web application, that retrieves data from
an relational database. A webserver will serve the application’s frontend, which
will dynamically fetch and display data from the database via an API, along with
other relevant content.

This setup will contain horizontal scaling of the API and webservers to establish
redundancy and high availability. The database data will be persistent, achieved
with the use of persistent volumes to ensure the durability of all database data.
All traffic between the cluster and client will be secured with HTTPS
(TLS encryption) to ensure data protection.

This stack will be deployed in Kubernetes. This will ensure automated scaling,
load balancing, resource management, and fault tolerance, guaranteeing that
the application operates efficiently and reliably at all times. For this project, we
will use the Kind Kubernetes distribution. Kind is similar to standard Kubernetes,
but its key advantage is that all nodes are contained within a single VM. This
simplifies testing and development, making it the optimal choice for this project.

The entire cluster will be running on a Vagrant provisioned VM.

Please refer to the following diagram for the project scope :
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The stack consists of the following services :

 Lighttpd : The webserver used to host the web application. It will
retrieve data from API endpoints and dynamically display it on the
website.

 FastAPI : The API service used for our stack. Fetches data from
database and container id of itself. It provides the application logic and
creates endpoints for the web server to retrieve data from.

 MariaDB : The relational database used to store application data. The
API establishes a connection with the database to fetch and manage the
data.

 Kubernetes : The containerization orchestration tool deploying and
maintaining our pods.

 Cert-manager : Service that creates and automatically signs/renews
certificates for our ingress. Ensuring data protection between client and
Master controller, the entry point of all outside traffic.

Let’s start with setting up our Cloudflare DNS. This setup will prepare us for
using cert-manager later in the project to generate our certificates.
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1 CLOUDFLARE

We already have a domain registered on Combell that we can use. We simply
have to migrate over to Cloudflare DNS. This migration is necessary because
Cloudflare supports cert-manager and facilitates DNS-01 verification, which is
required for signing our certificates.

1=> Go to the Cloudflare sign-up website :

https://dash.cloudflare.com/sign-up?pt=f

2=> After account creation, you will receive a mail on the email used to create
the account. Press the link in the mail and verify your account

3=> When in your account, it will ask you to enter an existing account. Use
your Combell domain name.

(don’t use subdomains, use your main domain)

4=> It will ask to import all your domains records, allow it.
5=> It will give you 2 nameservers, remember them.

6=> Go to Combell website using the following link :

https://my.combell.com

https://dash.cloudflare.com/sign-up?pt=f
https://my.combell.com/
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7=> Login and go to the account control panel

8=> Go to “Manage Domain name” on your domain of choice

9=> Go to “Name servers” and change them with the Cloudflare nameservers.

It will take an hour or 2 to fully migrate to Cloudflare. So leave this be and
come back later to this step. You know its done migrating when on Cloudflare
you see the following on login.
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10=> Back on Cloudflare. On your domain, go to “records”

11=> You will see a list of all your records. Create a new A record of choice to
use for our project. (So pick a fitting name.)

I picked “m2”. Creating the full domain name “m2.seyckmans.be”. Pick your
own name of choice.

12=> Go to “My Profile”

13 => Go to “API token” and generate a token.
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 Use the “Edit zone DNS” template.
 Set permissions to : Zone, SSL and Certificates, Edit
 Set another permissions to : Zone, DNS, Edit
 Set zone resources to : include, all zones
 Go down to “Continue to summary”
 Press “Create token”

The token it will create and show is important in creating our trusted
certificates. Save this token for later use in this project!

By the time we reach the cert-manager step, our DNS records will have
propagated. With our Cloudflare DNS setup complete, we can now move on to
provisioning our Vagrant VM.
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2 VAGRANT

1=> Go to your project folder and execute the command :

Vagrant Init

2=> Open the Vagrant file.
3=> Replace the content with the following script :
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Vagrant will provision the VM and execute the script after VM creation. This
script will install Docker, MariaDB Client, Kind, Kubectl and HELM.

Kubectl is the CLI tool to connect to our cluster and create our stack in
Kubernetes.

HELM is the Kubernetes package manager. This will be used to install
cert-manager on our cluster.

4=> Save and close the file.
5=> In your project folder, execute the command :

Vagrant up

This will start provisioning the VM just like in our last milestone project.
However, this time it will take approximately 10 - 15 minutes to complete. Once
you have control over your command prompt, the VM provisioning is finished
and ready for use.

6=> To verify if the VM is done provisioning, try to SSH to the VM :

Vagrant ssh

If you see a Linux CMD with your custom hostname, then the Vagrant step of
the project is finished!

The next part of the project is creating the services in our stack. The first step is
creating our different config files for our webserver and creating our API
application files. Then we can bundle them into different Docker Dockerfiles to
create our images. These images together with our MariaDB image will then be
used in our Kubernetes cluster creation.
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3 BUILDING THE WEB APP STACK

To create our stack services, we have to create a Dockerfile, Lighttpd
configuration file and an index page for our Lighttpd webserver. Lighttpd is an
lightweight and easy to setup webserver similar to Apache in the previous
milestone project.

For our FastAPI, we have to also create a Dockerfile and the Application Python
file itself. FastAPI is a lightweight, easy-to-set-up API, offering functionality
similar to Node.js.

MariaDB is our trusty database service that we also used in our previous project.
We don’t have to create custom files or an Dockerfile for it. We can simply pull
the official MariaDB image and build on top of this in our Kubernetes.

Lets first start with creating our Lighttpd files.

3.1 Lighttpd

1=> Now in the VM. Go to the Vagrant shared folder directory ( /vagrant ).
This will be the working directory.

2=> Create an empty Dockerfile using this command :

Touch Dockerfile-web

3=> Open the file and write the following code :

This will use the Lighttpd image and replace the default configuration and index
file with the custom files we will create after this step.

Then it will run the webserver in the foreground to prevent it from instantly
becoming idle and shutting down.

4=> Save and close the file.

5=> Create an empty Lighttpd config file using this command :

Touch lighttpd.conf
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6=> Open the file and write the following code :

This configuration file tells the webserver to listen to request on port 80 and
look for the application files in the document root “/var/www/html/”. Their it
will search for files named “index” and display it.

7=> Save and close the file.

8=> Create an empty index.html file with the following command :

Touch index.html

9=> Open the file and write the following code :
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The website will fetch for data from the API endpoints and use that data to
dynamically display it on the page. Replace the fetch URLs with your own
domain name.

10=> Save and close the file.

3.2 FastAPI

1=> Still in our work directory ( /vagrant ), create an empty Dockerfile :

Touch Dockerfile

2=> Open the file and write the following code :

This will use the Python image to install FastAPI and the MariaDB package.
MariaDB package is needed to create the code needed for the connection to the
database.
With the FastAPI package is the tool Uvicorn included. Uvicorn is a fast and
lightweight Asynchronous Server Gateway Interface (ASGI) for Python. This tool
is vital in serving asynchronous web applications built by FastAPI to the
webserver.

The Dockerfile will place our custom made Python application files on the API
and then run Uvicorn in the foreground. It will constantly listen on port 3000 for
any incoming GET requests made by the webserver.

3=> Save and close the file.

4=> In you working directory, create a directory called “app”.

5=> Go inside this directory and create an empty Python script :

Touch main.py
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6=> Open this file and write the following code :
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This script will create the API endpoints for our webserver to reach. It will also
create a connection to the database and query the name stored. The result will
be available on the /api/user endpoint.

The username and password of the database is stored as secrets in Kubernetes
that will be put in environment variables. This script will use these environment
variables to create the connection to the database. It prevents the credentials
from being in plaintext in this script.

This script will also fetch the container ID of the current API and its result will be
available on the /api/id endpoint.

CORS is an security middleware that allows us to deny requests if it doesn’t
meet our requirements. We configured it so any domain, HTTP(S) header type
and any type of credentials are allowed and can reach the site. But we only
allow GET requests to be send. Any other type of request will be blocked.

7=> Save and close the file.
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3.3 Docker Hub

Now that all the configuration and Dockerfiles are created, we just have to
create these images and push these to Docker Hub.

We will put these images on Docker Hub because Kubernetes doesn’t allow the
use of local images. This is because the cluster is separated into different nodes.
For pods to work with images locally, each images needs to be on all nodes
constantly. This not only takes up a lot of space, but is also hard to manage and
maintain. To prevent this, Kubernetes doesn’t allow this.

For these same reasons, we will push our images to our Docker account. When
we deploy our stack on Kubernetes, it will pull the images from Docker Hub.

1=> Login to your Docker Hub account on the VM itself with the following
command :

Docker login -u <username>

<enter password>

If you don’t have an Docker Hub account, create one using the following link :

https://hub.docker.com/

2=> Build your FastAPI Docker image using the following command :

Docker build -t <your-DockerHub-username>/<image-name>:latest .

(execute command in same directory as the Dockerfile!)

3=> Do the same for Lighttpd :

docker build -t <your-DockerHub-username/<image-name>:latest
-f ./Dockerfile-web .

(execute command in same directory as the Dockerfile!)

4=> Push the FastAPI image to your Docker Hub :

Docker push <your-DockerHub-username/<image-name>:latest

5=> Same for Lighttpd :

Docker push <your-DockerHub-username/<image-name>:latest

https://hub.docker.com/
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When both images are successfully pushed, We have completed building our
web application stack! Now we can proceed with creating our cluster and
deploying our stack onto it.
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4 KUBERNETES

Creating the cluster and deploying our stack involves several important steps.
First, let's focus on setting up the cluster itself before proceeding to create the
resources required for deployment.

4.1 Cluster

1=> In you working directory, create a YAML file called “kindconfig.yaml” :

Touch kindconfig.yaml

2=> Open this file and write the following code :

This will create our cluster named “m2-cluster-se”, you can pick different
name. Inside the cluster, it will create the following :

 1 Controller/control plane node, this node manages all activities
within the cluster.

 2 worker nodes, these nodes will contain our web application stack.

Ingress is enabled on the controller node, allowing external access to the
cluster. We also configure specific ports for traffic from outside the cluster to
reach our stack: 80 for HTTP, 443 for HTTPS, and 30306 for the external
database connection.
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3=> Save and close the file.

4=> Create the cluster with the following command :

Kind create cluster –config=kindconfig.yaml

(execute command inside the directory containing the YAML file!)

This process will take approximately 5 to 10 minutes, so it's perfectly fine if it
takes some time. Once the cluster creation is complete, the first step in
deploying our stack will be finished! Now, let's continue by creating all the
necessary resources to deploy our application stack.

4=> Create an directory called “deployment” to store all resource YAML files.

Mkdir deployment

5=> Go inside this directory

4.2 Namespace

The first resource we are going to create is the Namespace. This is the isolated
environment were our stack will be deployed and exist.

1=> create the following file and write the following code inside it :

Touch namespace.yaml

2=> Save and close the file.

4.3 Secret

This resource will store all sensitive credentials used in our stack. This contains
our MariaDB login and the API token used during the certificate generation step.

1=> create the following file and write the following code inside it :

Touch secret.yaml
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For extra security, all sensitive credentials here are encoded in Base64 instead
of plaintext. This approach helps maintain the integrity of the security measures
in place. Otherwise it won’t serve a point doing this in the first place.

Use the following command to encode each sensitive credential and Cloudflare
API token :

echo -n "<value_to_encode>" | base64

Replace mine with your encoded credentials in the resource file.

2=> Save and close the file.

4.4 PVC

This is the PersistentVolumeClaim (PVC) resource. Due to complexity and
synchronization limitations, we can’t horizontally scale the database like we do
with the API and webserver. However, to ensure redundancy, we implement
persistence for the database data. This way, if the database fails, the data
remains accessible on the VM itself. When the database pod automatically
restarts through Kubernetes, the data is preserved and still available.

1=> create the following file and write the following code inside it :

Touch pvc.yaml
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The PVC will make space on the local VM storage and use 5GB of it for the
database data. Only 1 node can reach the persistent volume at a time. We will
bind the volume to the container in the deployment file.

2=> Save and close the file.

4.5 Service

The Service resource is responsible for assigning each application pod an
internal IP, enabling communication and collaboration within the namespace. It
also facilitates load balancing, ensuring smooth traffic distribution across
horizontally scaled pods. Additionally, the Service resource allows pods to
connect to the Ingress resource, making them accessible from outside the
cluster.

1=> create the following file and write the following code inside it :

Touch service.yaml
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Every application pod is connected to its own service. If the pod is horizontally
scaled, they both fall under 1 service, load balancing traffic between them.

 The webserver container and service will listen on port 80.
 The API container and service will listen on port 3000.
 The database container and service on port 3036 and a NodePort is

exposed on port 30306 of the worker node.

The database, on top of getting an internal IP, also is assigned an NodePort.
Port 30306 on the worker node is exposed and directly mapped to the
database's internal port, enabling access from outside the cluster. The database
is secured through a combination of HTTPS-encrypted traffic and credential-
based authentication, ensuring that the exposed port cannot be exploited by
malicious actors.

2=> Save and close the file.

4.6 Ingress

The Ingress resource is responsible for establishing a connection between all
services and the Ingress Controller, making the associated pods accessible from
outside the cluster.

The Ingress Controller is a vital component responsible for processing Ingress
resources and routing external HTTP and HTTPS traffic to the appropriate
services within the cluster. It acts as a reverse proxy, handling load balancing,
SSL/TLS encryption, SSL/TLS termination, and routing for the exposed services.
The Ingress Controller is a pod running on the Controller node that serves as
the entry point for all traffic coming from outside the cluster.

The Ingress Controller components is not pre-installed by default! We must first
install this component before we can actually use the Ingress resource.

1=> Install the NGINX Ingress Controller using the following command :

kubectl apply -f
https://raw.githubusercontent.com/kubernetes/ingress-
nginx/master/deploy/static/provider/kind/deploy.yaml

When you have control over your command prompt, we can start creating the
Ingress resource.

2=> create the following file and write the following code inside it :

Touch ingress.yaml
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Ingress assigns the following routing rules :

 Traffic directed to m2-seyckmans.be/ is redirected to the webserver
service on port 80

 Traffic directed to m2-seyckmans.be/api is redirected to the API
service on port 3000

 All HTTP traffic is redirected to HTTPS automatically to ensure secure
communication at all times.

 All traffic under the m2-seyckmans.be domain is securely encrypted
with HTTPS TLS encryption and is covered by the TLS certificate.

The TLS certificate is securely stored and encoded inside a Secret resource.

3=> Save and close the file.
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4.7 Deployment

The Deployment resource creates the application stack pods and connects them
to the previously created namespace, services, persistent volumes, and secret
volumes.

It also manages underlying resources that enable automatic pod restarts, as
well as updates to the pods when changes are made to the stack or the Docker
images in Docker Hub. The automated management, updating, and
maintenance of our stack are key features of Kubernetes, showcasing its
efficiency and why we use it for our project.

1=> create the following file and write the following code inside it :

Touch deployment.yaml
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=> Lighttpd : 2 horizontally scaled Lighttpd webservers are made, each on a
separate worker node. These use the Lighttpd image we created and pushed to
DockerHub. Port 80 is exposed internally within the container.

=> FastAPI : 2 horizontally scaled FastAPI servers are created, each on a
separate worker node. They use the FastAPI image we created and pushed to
DockerHub. Port 3000 is exposed internally within the container. FastAPI
environment variables are set to facilitate container setup, including a database
login retrieved from a secret volume for database connection in the Python
application file.

=> MariaDB : A single MariaDB instance is deployed on a worker node using
the official MariaDB Docker image. Port 3306 is exposed internally within the
container. Database login credentials, including the root password and default
user, are retrieved from a secret volume. Environment variables are set to
create the default user, root password, and database during deployment. A
persistent volume is referenced from a PVC resource and bound to the MariaDB
container, ensuring data inside the /var/lib/mysql directory is stored.

2=> Save and close the file.

All resources required for deploying our stack have been successfully created!
The final step before deployment is to create both our certificate generation
resource and certificate signing resource for HTTPS encryption.
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5 TLS ENCRYPTION

TLS encryption with certificates is handled differently in this project compared to
the previous one. We will utilize the cert-manager tool, which deploys an ACME
server pod within the Kubernetes cluster, available across all namespaces. With
cert-manager, we can generate a certificate and submit a certificate signing
request (CSR) to the ACME server. The ACME server then communicates with
the Let’s Encrypt Certificate Authority (CA) to have the certificate signed. Once
signed, the certificate is encoded and stored in a Secret volume (similar to our
database login credentials). This secret can then be referenced in our Ingress
resource for use in securing our web application traffic.

Cert-manager is not pre-installed on the cluster by default. So we will use HELM
to install a HELM chart for deploying the cert-manager component in our cluster.

1=> Set the cluster context to our cluster. Otherwise HELM won’t know the
cluster to install it to :

kubectl config use-context kind-m2-cluster-se

2=> Add the cert-manager repo to our cluster :

helm repo add jetstack https://charts.jetstack.io

3=> Update HELM with its new repo :

helm repo update

4=> Install cert-manager from the newly added repo :

helm install cert-manager jetstack/cert-manager --namespace cert-
manager --create-namespace --version v1.13.2 --set installCRDs=true

Installing Cert-manager will take a couple of minutes. When you have control
over your command prompt again, Cert-manager is done installing.

Next, we need to create two key resources:

 certificate-issuer.yaml : This resource configures the ACME server,
making it available to all namespaces within the cluster. It defines the
issuer responsible for signing the certificates.

 certificate.yaml : This resource generates a certificate request and
submits it to the ACME server. Once the request is signed, the resulting
certificate is stored as a Secret resource, ready for use in our
applications.
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5.1 Cluster Issuer

1=> Create the following file and write the following code inside it :

Touch cluster-issuer.yaml

This resource will create the ACME server pod in the cluster. It defines the
issuer responsible for signing the certificates. It will use our Cloudflare DNS for
DNS-01 verification to ensure our domain is valid.

2=> Save and close the file.

5.2 Certificate

1=> Create the following file and write the following code inside it :

Touch certificate.yaml



31

It will generate resource and send it to our ACME server. The trusted certificate
will be stored in the secret resource.

2=> Save and close the file.

With all preparations complete, it's time to deploy our stack!
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6 DEPLOYING APPLICATION STACK

1=> Inside our resource directory, execute the following command to deploy
the stack :

kubectl apply -f namespace.yaml -f cluster-issuer.yaml -f secret.yaml -f
pvc.yaml -f service.yaml -f ingress.yaml -f deployment.yaml -f
certificate.yaml

It is crucial that our resources are deployed in a specific order to avoid potential
issues, as some resources depend on others to function properly.

The resources will be deployed in the following sequence:

 Namespace.yaml
 Cluster-issuer.yaml
 Secret.yaml
 Pvc.yaml
 Service.yaml
 Ingress.yaml
 Deployment.yaml
 Certificate.yaml

It will around 5 minutes for our stack to be up and running. Use the following
command to verify if the stack is ready :

Kubectl get pod -n app-m2-se-ns

Before we begin celebrating and start browsing to our web application,
we first have to manually create our database data for our stack to
properly function!



33

6.1 MariaDB

1=> Use to following command to connect to our database using the MariaDB
Client :

mysql -h 192.168.56.50 -P 30306 --protocol=tcp -u root -p

<enter root password chosen>

(If you get an connection error, it means the database is still initializing.
Wait a minute and retry login again.)

We want to try connection to our database using the VMs IP address and the
external database port. We want to login here as root with the root password.

2=> Enter the following sets of commands into the database :

USE m2-db-se;
=> Enter the “m2-db-se” database.
GRANT SELECT ON `m2-db-se`.* TO 'sepp'@'%';
=> Change the permissions of your database user to read only.
CREATE TABLE users (Name varchar(255));
=> Create the “users” table with the “Name” column.
INSERT INTO users VALUES ('Sepp Eyckmans');
=> Create a record on the “users” table called “Sepp Eyckmans”.

We have now successfully build a web application stack on Kubernetes!
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7 RESULT

(Load balancing between API’s)

(Change to database name automatically updates after refresh)

(HTTPS on all public web pages)
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(API with name data and container ID both on separate endpoints)
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CONCLUSION

During this project, I gained invaluable knowledge and hands-on experience
with Kubernetes, which will be essential for my future career in IT. Through this
documentation, I aim to demonstrate my ability to apply these newly acquired
skills in upcoming projects and professional opportunities.

Finally, I would like to sincerely thank Jeroen Verbruggen for introducing me to
Kubernetes and guiding me throughout the learning process. Your insightful
teaching and support have been invaluable in helping me understand the
complexities of Kubernetes and master its key concepts. Thanks to your help, I
have gained the skills necessary to apply Kubernetes effectively in upcoming
and even future real-world projects.


